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Introduction 

The following document is to be completed by the organisation providing the service to ABC CORP..  It is divided into a number of discrete sections each one addressing a particular aspect of the Information Security.  

The information provided on this document will be used by ABC CORP. IT Security to assess the security controls at the vendor site and will be used as a basis of any further work to be undertaken.

The purpose of the column headed “Answer Guidelines and Examples” is to provide the person completing the assessment with some areas and/or, topics and examples to consider when filling in the assessment.

After completion the assessment should be returned to the sender.
	Section
	Issue
	Answer Guidelines and Examples
	Vendor Response
	Reviewer Comments (Internal Use Only)

	1.0

FOREIGN

PROCESSING
	Will any work performed for ABC CORP. be based in a foreign country?
	Location where services provided for ABC CORP. are based
	
	

	1.1
	Will any ABC CORP. data be stored in or transmitted to a foreign country?
	Location where ABC CORP. data will be stored
	
	



	2.0 

 SECURITY POLICY & ORGANISATION
	How is management’s direction and support for information security demonstrated to staff?
	Is there a documented security policy?

How are staff made aware of the documented IT Security Policy?

What compliance procedures are in place to ensure the policy is read, understood and implemented?

Outline management responsibilities for security.

Clear definition of roles and responsibility for security within the organisation structure.

Organisation security forum with appropriate Senior Management representation.
	
	

	2.1
	What security controls do you have in place for any outsourced operations?
	Use of monitoring reports and compliance returns.

Regular on site reviews of the outsourced operation.

Regular service monitoring meetings with the vendor.

Security requirements explicitly detailed in the service contract, including an Incident Response / Threat Management process and Security Vulnerability Management process


	
	

	2.2
	How do you ensure that the security policy, standards and procedures are up to date?
	Regular management review.
	
	

	2.3
	How are threats & vulnerabilities managed?
	Risk assessments undertaken

Maintenance of an asset inventory and data classification to ensure appropriate handling/storage/destruction of documents etc. 

Appropriate insurance in place for IT-related risks


	
	

	
	
	
	

	3.0  

PERSONNEL SECURITY
	How do you ensure prospective employees are appropriately vetted for sensitive jobs?
	Take up employment references / other verification of previous employment
Obtain evidence of stated academic and professional qualifications

Credit reference checks

Criminal and Police record checks

Independent identity checks (e.g. passport)
	
	

	3.1
	How do you ensure that security responsibilities are addressed by staff?
	Comprehensive employment contracts including:

confidentiality clauses

reference to security responsibilities

penalties / disciplinary proceedings for non compliance

Regular staff compliance returns for security responsibilities and other legal and regulatory requirements


	
	

	3.2
	How do you ensure that security responsibilities are addressed by third party contractors?
	Comprehensive employment contracts including:

confidentiality clauses

reference to security responsibilities

penalties / disciplinary proceedings for non compliance

Regular staff compliance returns for security responsibilities and other legal and regulatory requirements


	
	

	3.3
	What measures do you (third parties) have in place to ensure no over reliance on key personnel?
	Adequate backup of all key roles and responsibilities.

Fully documented procedures.

Succession planning.
	
	

	3.4
	How do you ensure staff have appropriate skills and training to support ABC CORP. services?
	Formal Training Courses,

Mentoring

On the job training

Certification programme


	
	

	3.5
	What controls do you have covering employee resignation or dismissal?
	Termination procedure covering removal of access to buildings, systems etc.

Automated feed from payroll/HR into department responsible for revoking physical access to building and logical access to company systems.

Regular review of system access rights.

Automated expiry date on contractor site and system access.
	
	

	
	
	
	

	4.0  

PHYSICAL SECURITY
	How do you prevent unauthorised access, damage and/or interference to business premises?  
	Access should be controlled at all times.

All access should be authorised and recorded by designated Management.

Visitor access should be authorised, justified and supervised.

24x7 on-site security guards

CCTV monitoring of external perimeter and external access points

No externally facing windows for computer facility or sensitive processing areas.

Sensitive processing areas segregated with additional access controls

The location of the site should be fit for purpose.


	
	

	4.1
	How do you prevent unauthorised access, damage and/or interference to business equipment and/or ABC CORP. processing facilities?
	Adequate fire protection should be implemented.

Physically segregated access zones within the building.

CCTV coverage.

Access control mechanisms (e.g. card swipe systems, biometrics etc) including the authorisation, review and revocation process.

Access to the computer room(s) restricted to authorised persons.

Access by external personnel (service and telecom engineers, cleaners etc) restricted and supervised.

All servers and network components should be racked appropriately unless self-standing.


	
	

	4.2
	What environmental controls are in place to protect the computer facility?
	Air conditioning with heat and humidity sensors.

Gas dump fire suppressant system with roof and floor void sensors.

Flood detection systems.

VESDA 

Uninterruptible Power Supply (UPS). 

Backup generator(s).

Not located in a flood zone.

Dual power feed and resilient network connections

Cables should be properly trunked and secured.


	
	

	4.3
	How do you ensure the environmental controls remain effective and operational?
	Building Management System.

24/7 monitoring.

Scheduled maintenance.

Onsite engineers.

Adequate spare parts maintained on site.

Maintenance contracts kept up to date.


	
	

	
	
	
	

	5.0  

MEDIA & DATA  SECURITY AND DISPOSAL
	How do you ensure the safe handling of ABC CORP. provided data?
	What is your policy on the classification and safe handling of third party (e.g. ABC CORP.) data?

Description of media information storage and handling procedures, i.e. media (disks, tapes, CDs etc) held in secure storage, all media appropriately labelled.
	
	

	5.1
	How do you ensure the secure disposal/destruction of ABC CORP. provided data?
	Data provided on Media (tapes, CD, diskettes) –

All labels removed.  What methods of permanent data erasure are used?

Physical destruction of the media e.g. shredding, incineration.

Use of a specialist third party with appropriate contract.

Data Files supplied electronically (e.g. file transfer, e-mail attachments) resident on server/pc hard drives.

Identify any software used to delete ABC CORP. data on server/pc hard drives.  Describe the process used to permanently destroy ABC CORP. data.
	
	

	
	
	
	

	6.0  

SYSTEM MANAGEMENT
	How do you ensure the required service is provided at the right time and for the agreed duration (e.g. 24*7)?
	An SLA will be agreed with ABC CORP. prior to commencement of the service, specifying ABC CORP. requirements, change control procedures etc.  

Frequency of review of compliance with the SLA.

All outages or reduced service delivery must be advised to ABC CORP..


	
	

	6.1
	Will the equipment and services be for the sole use of ABC CORP.?
	Identify any equipment that will be used in the provision of the service that will not be used solely for providing the ABC CORP. service.


	
	

	6.2
	How do you ensure the ongoing service availability in the event of a system failure?
	Regular backups taken that cover different time periods e.g. daily, weekly, monthly backups.

Where are backups stored?

Timing and frequency of backups to ensure optimum resilience and ability to recover within business acceptable timeframes

Protection of backup media whilst on-site, off-site (secure fireproof safe) and in transit.


	
	

	6.3
	How do you ensure the system is sized to meet the service levels?
	Capacity requirements monitored and regularly reviewed and systems and networks scaled accordingly.


	
	

	6.4
	What processes and/or procedures are in place to manage system problems?
	Alerting and monitoring should be in place 24x7.  

Procedures should include advising ABC CORP. or any significant alerts, security breaches or other incidents.

Escalation and response procedures should be in place.

Faults should be logged, investigated and rectified.


	
	

	6.5
	How will system changes to the ABC CORP. service be managed? 
	The third party should have named contacts at ABC CORP. who are responsible for authorising any changes.

Back out procedures must be detailed prior to implementing any change.

All changes must be adequately tested in a test environment prior to implementation in production.

Procedures must be in place to record and manage problems through to resolution.

Change control procedures must be agreed and documented.  These change procedures should detail how and when changes are executed.  This should include an emergency change process.


	
	

	6.6
	How is security administered on your systems?
	Security administrators should not be end users.

Security administration procedures and authorisation processes must exist.

There should be a segregation of duties between roles e.g. developers do not have administration responsibilities for live services. 

Role and responsibilities should be clearly documented.

Audit trails maintained of administrator access which are subject to independent review


	
	

	6.7
	How is system patch and vulnerability identification managed?
	Use of vulnerability alerting services.

Mailing lists from application/operating system suppliers of vulnerability fixes and patch releases.

Risk assessment process

Defined CERT process

What procedures are in place to ensure that the live system is not adversely affected by any fix/patch?
	
	

	
	
	
	

	7.0  CONTINGENCY/RESILIENCE
	A business continuity management process should be implemented to reduce the disruption caused by disasters, incidents and/or security failures.
	Named individual with overall responsibility for business recovery/continuity management.

The business recovery plans should be documented.


	
	

	7.1
	With what frequency are contingency and business recovery reviewed?
	With what frequency are plans reviewed?

How often are plans tested

How are the plans tested

Services should be fully resilient unless ABC CORP. has confirmed in writing that this is not required.

Services should be contingent unless ABC CORP. has confirmed in writing that this is not required.

Contingency should be provided at a separate geographical location which should comply with all controls detailed in this checklist.
	
	

	
	
	
	

	8.0  

PLATFORM SECURITY
	Server builds should be standardised and hardened to a level appropriate to the environment in which they operate.
	Documented platform security standard(s) covering the level of hardening implemented e.g.  all unnecessary and redundant network services, devices, processes, protocols, system & network utilities, programs & accounts, are disabled/removed; all operations/services should be running with minimum privileges required;  appropriate file system security should be applied. Strong user account and password controls (min length, max length, failed attempts, history, lockout etc). The configuration settings should be defined based on the 'least privilege' principle. 
	
	

	8.1
	How do you ensure that servers etc are built to a consistent and secure configuration?
	Technical security standards should be in place detailing standard server builds, firewall configuration etc.

Hardening scripts applied

Vendor supplied utilities to check and assess security configuration

Penetration testing by the organisation and/or external experts.
	
	

	8.2
	Access to information, and business processes should be controlled on the basis of business and security requirements, with the principle of “Least Privilege”.
	Are all user and administration accounts unique, justified, authorised and regularly reviewed?  

Default accounts deleted or disabled.

All default passwords changed.

All significant activity logged, stored and reviewed.

Access to audit trails restricted.

Appropriate password controls implemented, for example minimum password length, password expiry and password history.

All accounts with minimum privileges required by the user to fulfil their role.

High privileged accounts e.g. root only used under change control procedures and not for day-to-day system operation.  All access logged and reviewed.

The controls applied and monitoring of the authorisation, allocation and use of high privileged ids/passwords documented.


	
	

	8.3
	How do you ensure data integrity and confidentiality?
	All data/systems risk assessed and classified.

All data secured and only accessible by authorised parties.

Outline controls in place so only authorised users permitted access to data.

Cryptographic controls securely managed where implemented.  Procedures documented and key changes made under dual control.


	
	

	8.4
	How do you ensure the integrity of your computing infrastructure?
	Inter-active anti-virus software installed on servers and PCs where appropriate.

Anti virus software kept up to date with latest anti virus signatures.

Integrity checking software (e.g. Tripwire) implemented


	
	

	8.5
	What procedures are in place for remaining up to date with system and security fixes, performing adequate testing and applying to production servers?
	Subscribe to vendor and security mailing lists.

CERT with responsibility for risk assessing security vulnerabilities and developing actions plans.

Documented Security Vulnerability Management process.

Emergency change management process.

Test systems available to verify patches and system upgrades.

Technical staff on 24x7 standby

	 
	

	8.6
	Key system configuration data should be maintained in accordance with vendor recommendations.
	Documented system configuration maintained, with version & change control.

Backup of initial system install and subsequent upgrades maintained offsite.
	N/A
	

	8.7
	Integrity checking of critical system files should be implemented to detect/prevent malicious and/or accidental changes.
	Host based Intrusion detection system.

Integrity checking software.

System monitoring scripts.
	
	

	
	
	
	

	 9.0  APPLICATION SECURITY
	Access to information and business processes should be controlled on the basis of business and security requirements.
	Users permissions have been restricted to only the systems they need to do their jobs

Application access is via authorised accounts and subject to strict password controls

User accounts are regularly reviewed to ensure access is still required and is appropriate to the job role


	
	

	9.1
	Appropriate password controls should be implemented.
	Password complexity controls implemented (mix of alpha and numeric characters, upper and lower case, special characters etc)

Minimum password length

Password expiry

Password history

Lockout after n attempts


	
	

	9.2
	What mechanisms are in place to ensure all significant activity is logged, stored and reviewed?
	Restricted access to the audit logs produced

Separate audit log server

Access not available to audit logs for end users

Full audit trail maintained for all additions/amendments/deletions and/or other transactional activity

Independent review of audit logs

Audit trails retained according to business and/or regulatory requirements


	
	

	9.3
	All data must be secured and only accessible by authorised parties.
	Strict Database controls

Strict operating system file/directory level controls

Encryption of authentication data and all other high risk data

Recognised encryption algorithms with appropriate key lengths

Encrypted backups


	
	

	9.4
	What procedures are in place for remaining up to date with application and security fixes, performing adequate testing and applying to production servers?
	How are application security vulnerabilities identified & tracked?

How frequently are security fixes and application / operating system patches applied?

How do you ensure a patch/fix will not adversely impact the live service?

Subscribe to vendor and security mailing lists.

CERT with responsibility for risk assessing security vulnerabilities and developing actions plans.

Documented Security Vulnerability Management process.

Emergency change management process.

Test systems available to verify patches and system upgrades.

Technical staff on 24x7 standby

Application testing methodology including regression testing process and emergency changes

	
	

	9.5
	How do you ensure the integrity of your application software?
	Escrow agreement in place for bespoke-developed software 

Approval and authorisation process for package software

Documented system development methodology

Secure web site design and coding principles applied

QA function/process

Documented testing methodology

Change and version control mechanism
	
	

	
	
	
	

	10.0  

NETWORK SECURITY
	A secure and robust infrastructure must exist to protect ABC CORP. services for external connectivity. 
	Describe firewall infrastructure, use of DMZs, VLANS etc.

Do Routers enforce ACL’s

Will dedicated firewalls be implemented for ABC CORP. use?

Do the firewalls perform stateful inspection?

Are reputable firewall software/systems utilised?  

Is the firewall appliance based (hardware) or application based (software) – if software, how has the firewall platform been hardened?

Have all unnecessary services/ports, source and destination addresses been removed 

Has all access been prohibited by default and only authorised access enabled?

Is the customer database non-internet addressable, located on the internal network, behind multiple firewalls, physically and logically segregated from ‘3rd party’ facing DMZ
What process is there in place to include ABC CORP. in the authorisation process for any changes to firewall configuration?

Do firewalls have real-time logging and alerting capabilities?

Is 24x7 monitoring implemented with immediate response when unauthorised activity is detected?


	
	

	10.1
	Have intrusion detection systems (IDS) / Intrusion Prevention Systems (IPS) been implemented where Internet services are provided?
	Describe network and/or host based IDS/IPS implemented.


	
	

	10.2
	What security testing has been performed on the external facing infrastructure?
	Box scans by internal security team.

Network penetration testing by the organisation and external specialists.

What frequency are these tests conducted?

What tools are used for the security testing?


	
	

	10.3
	How will you notify ABC CORP. if a significant attack is identified against your organisation?
	Incidents affecting security should be reported through appropriate management channels as quickly as possible.

Who will be responsible for incident escalation and notifying ABC CORP. of the incident?

Who at ABC CORP. will you escalate to, who would you expect to escalate to?

Documented Incident Response and Threat Management process
	
	

	10.4
	What mechanisms do you have in place to identify and deal with a security breach outside of core business hours in a timely manner? 
	Intrusion Detection System (Host &/or Network) with auto call out (e.g. pager system or SMS) of standby security personnel.

24/7 Network Operations Centre with appropriately skilled monitoring staff.

Documented security incident handling procedure.


	
	

	10.5
	Access for remote support and troubleshoot access should be strictly controlled.


	Strong two-factor authentication (e.g. tokens)

Access via a secure gateway 

Encrypted sessions

Restricted network access 

Support ids only enabled for duration of troubleshooting activity.

All troubleshooting activity logged and subject to independent review 
	
	

	10.6
	Third party support access to your systems should be controlled?
	Third party support access should be governed by a contract detailing security requirements.

Access should be given with minimum privileges and revoked on completion.

Authorisation of remote access sessions

Granting and revocation of temporary access

Remote access authentication using secure mechanisms 

Logical access controls based on 'least privilege' principle

Encryption/integrity checking

Logging and review of actions performed during remote access sessions
	
	

	
	
	
	

	11.0

LEGAL & REGULATORY COMPLIANCE
	The design, operation, use and management of information systems may be subject to statutory, regulatory and contractual security requirements.
	How does your organisation ensure compliance with the legislative and regulatory requirements that impact your business and the ABC CORP. proposal?
	
	


©COPYRIGHT HSBC HOLDINGS PLC 2005. ALL RIGHTS RESERVED.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, on any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written permission of HSBC HOLDINGS PLC.


